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Abstract—Securely managing shared information in dis- must be exchanged to facilitate compiling a criminal
tributed environments across multiple organizations is a bal- Jossiet.
lenge. Distributed information management systems desigu to In our approach the Public Prosecution has a central role

this purpose, must be able to support individual organizatons’ . . . .
information policies whilst ensuring global consistency ad com- and is responsible for providing the infrastructure thaildes

pleteness of information. This paper describes a multi-age Other organizations to securely add information and ségure
based prototype implementation of a distributed information access information in criminal dossiers. Together, thega-o
management system, for distributed digital criminal dossers. pjzations form a semi-open environment: an environment in
The prototype implementation runs on the multi-agent platorm  \yhich organizations are known and have control over their
AgentScape. . . . . L
own information. This paper discusses some of the details in
volved in implementing a distributed agent-based inforamat
management system that allosscureinformationexchange
ANAGING shared information securely and efficientlyacross multiple organizations. In contrast, earlier watk [
across multiple independent organizations is a chdb] on distributed agent-based information management has
lenge [2], [14]—the challenge this paper addresses. Iddali mainly focused orfinding information in opennetwork, i.e.,
organizations manage their own information locally on thethe Internet.
own systems, according to their own information policies. The remainder of this paper is organized as follows. The
If information is to be shared, however, additional systenmext section gives some background on the context in which
wide policies and mechanisms are needed to manage glofy@l Access prototype should function as well as on the
correctness and consistency. AgentScape platform. Section Il illustrates the desigrihef
One example of an environment in which informatiosystem in some detail and Section IV gives more information
needs to be shared between multiple semi-independent o-the actualaccess prototype implementation. The paper
ganizations is the environment in which the Public Proends with a discussion and conclusions.
ecution compiles and manages digital criminal dossiers.
These criminal dossiers are currently being used in the
Courts of Amsterdam and Rotterdam in a number of This section briefly introduces the notion &fistributed
pilot studies. Earlier work in the Agent-based CriminaDigital Criminal Dossiers compiled and managed by the
Court Electronic Support SystemaiqCeESS project [11], Public Prosecution. See [11], [12], [13] for more detall
[12], [13] has focused on the high-level design and sef compilation and management of distributed dossiers in
curity of a distributed agent based architecture [4] thabmplex and adaptive environments. This section also priefl
manages information based on the notion ditributed introduces the AgentScape [7] agent platform on which the
digital criminal dossiers This paper describes a proto{prototype runs.
type implementation of a distributed information man-
agement system, that runs on the multi-agent platforfh CONtext
AgentScape [7]. In the semi-open environment in which the Public Prosecu-
The main advantage of a distributed architecture fion compiles
that it allows physically distributed information sources, and manages digital criminal dossiers, information is stiar
such as Municipalites and the Prison Systems, teetween multiple semi-independent organizations. On an ex
be, and thus remain, responsible for the integrity gferimental basis and in specific pilot studies such criminal
their own information content in a digital dossierdossiers have been used in the Courts of Amsterdam and

By law, the Public Prosecution is responsible for the, o
Please note that all legal and procedural details discussthis paper are

compllatlon and rnalntenancg O.f C”m'.nal doss'er%terpreted in the context of Dutch law, but can be extendelggislation of
Dutch law also dictates which information can andther jurisdictions.

I. INTRODUCTION

II. BACKGROUND

978-83-60810-14-9/08/$25.00 2008 IEEE 55
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Rotterdam. This paper describes the architecture and impRablic Prosecution is responsible for synchronizationhsf t
mentation of a distributed multi-agent system architecfdt, data within the digital criminal dossier as a whole and for
designed to improve consistency, completeness, integrity the final version of the dossier that is sent to the judge for
security of the information in digital criminal dossiers. judgement in trial.

The physically distributed sources of information disiitéxd Note that the term ‘dossier’ is overloaded. In this paper the
over different organizations are depicted in Figure 1 bélow focus is mostly oncriminal dossiers. Other dossiers include
administrative dossiers, dossiers managed by the Couwrcil f
Child Welfare, and, in general, all documents types that can
contain references to other documents. In the remainder of
this paper the term ‘dossier’ refers to dossiers in general,
while ‘criminal dossiers’, ‘administrative dossiers’ etefer

\ / to specific dossier types.

B. AgentScape

Probation Officers

Criminal

Municipal

DataBase Records

Digital
Child Welfare Offict ¢ , Eringinal . , Prison System AgentScape [7]. is a multi-language mobile agent .mi(.ddle—
ware platform designed to support scalable, secure, lolisérd
multi-agent applications. Agents can migrate betweeruairt
\ domains calledocationsand can negotiate resource require-

ments before migrating [5]. An AgentScape location cossist
of one or more hosts running the AgentScape middleware, typ-
ically within a single administrative domain. Each Agerafie
location runs docation manageiprocess on one of its hosts.
Each host has its owhost manager An example of two
AgentScape hosts is depicted below in Figure 2. Multiple

locations together with a lookup service form an AgentScape

The Public Prosecution determines if (and when) an indivi_%orld: a distributed multi-agent system. The prototype im-
ual is to be prosecuted based on the law and the '”format'ﬁl'%mentation, discussed in this paper, is an example of an
available. Once decided, the Public Prosecution creatgma c AgentScape world

inal dossier for the case. Each newly created criminal éossi "4 AgentScapéernel provides low-level secure commu-

contains standarq (m_eta-)data, and crime speuflc (mm)dnication between the higher level middleware processes and
D!ﬁergnt organizations are respon;ple fo.r dnfferentorrﬁ between agents, and provides secure agent mobAigent

mation in the criminal dossier. Administrative informatjo serversprovide language dependent run-time environments for

for example, is managed and maintained by the defendar&&ents,\/veb service gateway8] support Web service access

local authoritied and information on a juvenile defendant’sand monitoring using the SOAP/XML protocol. Two versions
family situation and social environment is the respongjbil of the kernel have been implemented, in Java. and in C
of the Council for Child Welfarg Distributing both thedata ’ '

Public Prosecution

Fig. 1. Information Sources for a Digital Criminal Dossier

(information) and theesponsibilityfor the data ensures that @ \
. . . . . . . . gent
information in digital dossiers is kept as up-to-date asjis. ’ .D
Changes in data are flagged by the relevant organizations and Agent Host | | Location Host | | Agent ws

. _ . B . Server Manager | | Manager Manager Server Gateway
transmitted to the Public Prosecution for synchronizatbn

AOS kernel }, -- w AOS kernel |,

the complete (distributed) criminal dossier. ‘
The criminal dossier as a whole is the responsibility of

the Public Prosecution whilst relevant data are maintained

and stored by the organizations responsible for the data. Th

Fig. 2. The AgentScape middleware architecture.

2In this context, the Police have a special role. The Poliowige informa-
tion needed for compiling criminal dossiers by others (RuBtosecution, Pro-

bation officers etc), but cannot, for example, change in&ion in criminal The ACCESS prototype app]ica’[ion is designed to be man-

dossiers once a criminal dossier has been created by thé Fubkecution. - . . . . .
Thus, information exchange between the Police and othemaations does aged decentrally. Data is stored in digital criminal dossie

not occur via distributed digital criminal dossiers. fields of which are distributed among different locations (o
3In the Dutch context all citizens are obliged to be registéneone and only ganizations)_ The contents of each field in a criminal dossie

one Municipality. Municipalities are responsible for keep administrative automatically updated by the location responsible. Thitise
records of their residents. Please note that not all casthave such

administrative records at the governmental level, e.gUS@ do not maintain  describes how the information and locations are structured
any administrative records at this level. o o o )
4In the Dutch context, it is the task of the Council for Child Ksee to ~ A. Distributed Digital Criminal Dossiers

investigate all aspects of a crime that involves minorsludiog the family D . . | d with ligh ight ‘skel ,
situation and other relevant social factors, and to proegideotivated advice ossiers are implemented with a light weignt ‘skeleton

for suitable punishment (if applicable) of the suspect ® @ourts. framework based on XML. Fields in this XML document

IIl. APPLICATION DESIGN
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contain keywords and references to other (possibly, but not and infrastructure, i.e., the host machines, within their

necessarily, XML-based) documents. The distributed eatur location. Both types of administrators can add users to

of the dossier is acquired through references to documents the system and specify their roles (judge, prosecutor etc).

on both local and remote systems. 3) The owner of the criminal dossiers—the Public Prose-
The root of each criminal dossier, created by the Public  cutor

Prosecution, always includes the dossier number, creation The Public Prosecutor is the owner of all criminal

date, access control lists, type of offense, (a referencthio dossiers. The Public Prosecutor is the only person who
defendant’s administrative data (in an administrativesgto$, can create (or destroy) new criminal dossiers. The Public
and the original police report concerning an incident. $oal Prosecutor assigns access rights to roles (see below), and
includes mandatory and optional information for each djeci roles to users.

offence. Such information is used by the Public Prosecution  Note that in our approach, access to (and subsequent ma-

check completeness of a criminal dossier—a criminal dossigipulation of) a dossier by users of the first type, users ef th

is only complete if all mandatory information is present. lirformation management system, is only possible via agents

provides the structure needed for automated completengsg owner of the criminal dossiers, the Public Prosecutso, a

checks [12]. uses agents to create and delete dossiers. These agents are
This paper assumes that standard XML templates exist taeir only means of accessing the system—the ‘single pdint o

each type of offence, and that these templates are usedelyry’ for each user into the information management system
the Public Prosecution to structure the meta-data in a nahmi

dossie?. C. Access Control

A distributed digital criminal dossier thus consists of a The semi-open nature of the application domain makes
number of documents in a networked structure distributeat ovaccess control a particularly interesting challenge.
physically distributed locations with the Public Prosémntas ~ The solution proposed in this paper is based on a two-
the central coordinator. Note that a digital criminal dessitier access model. The first level in the model is based on
may only be referenced by other digital criminal dossiersole based access control (RBAC) [10]. Each ‘role’, such
All digital criminal dossiers themselves are controlledtbg as judge, lawyer, public prosecutor, or clerk, has certain
Public Prosecution, an important security requiremente Thights with regard to the criminal dossier. This typically
root of each criminal dossier, maintained by the Public rosdepends on specific security policies, for example, a clerk
cution, also contains information such as logging infoiorat may only add information to a criminal dossier, not delete
on who altered or accessed information when, and when tbie modify anything, while a public prosecutor may change

last backup of the dossier was made. existing information in the criminal dossier and even ceeat
o new criminal dossiers. Roles are also distinguished foofll
B. Principals the organizations associated with a dossier. The role based

Many users interact with the information managemeggcess control list is generated from the high level securit
system (using agents) concurrently, from different lamagi Policies. Each template includes the RBAC list associated
(organizations). These users can be divided into threestypdth the offence for which the template has been designed,
with different administrative rights: specifying which access rights are associated with whit ro

1) Users of the information management system _ Additionally, the secqnd access Ieve_l uses access (_:ontrol

I&ts (ACL) [3] to determine the access rights of an indiatlu

Users of the information management system intera S T .
(read, write) with dossiers to g[])erform z\eir jobs a ser, within each of these organizatioafter the RBAC list

judges, (legal) clerks, public prosecutors, etc. As use as granted access based on the user’s role. Each individual

of the information management system they cannot a88~°;5"3“ tl.e.t,h an mstantlfatlon _cf)_f a tempIa:jeihspecmesLtsn_ ht
or remove dossiers and templates, and they don't haye @ daia, th€ names of Specilic users and heir access rights

permission to change the configurations of the systerht. spec@fies per user who may read or chang.e_, information. in
2) System administrators with administrative rights of th dossier. For e>_<ample, suppose that a specific RBAC assigns
infrastructure Judges (those with the role of judge) read access to a specific

Administrators can be further divided into world and Ioftype of dossier. The ACL’ however, spg(_:ifi_es which individua_
Hdges have permission to read a specific instance of a dossie

cation administrators. The world administrator, a pers ! i that onlv Judae A h d In thi
assigned this role by the Public Prosecution, maintai may specify that only Judge as read access. In this case,

the AgentScape world. Note that the world include udge B, although a judge, may not read the contents of this

the lookup service and the central user and templﬁgr.ttlclucljar d_osser mstancet. Thus in otrdelr tﬁ re?dbfleldz_ln a
repositories (also see Section IV-C). Location admi rgra _fQSS'?r (\rllla/a;: aglen )ha u?erbno or;g/ asto eastlgrl_
istrators, are assigned their roles by the locations th pectlic role, NEIShe also has o be on Ine access controtlis

represent, have the task to maintain local configuratioﬂ a _spe_<:|f_|c d_ossmr. L _
This distinction between roles and individual users is @&uc
5See [12] for a proposal to use automatic clustering techasiqa construct 'n. all _dynam|c enV'ronment.S'. Security pO|ICIeS are b_ased on
(part of) this information automatically. this distinction. Security policies based oles are relatively
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. . . <T | >
static (or at least ‘long lived) and are typically gIobaIIy<,\/:?rg>ate

valid (at all possible locations), whiladividuatbased access <Nane>Adni nl nf o</ Nane>

control lists are typically dynamic (or ‘short lived’) and<I D type="Val ue" nandatory="true"
often apply to specific dossiers. Individual-based coritstsé content="Integer" />

change, for example, when a dossier is handed over to anotﬁ%'?A% R W ACL

clerk yvith_in the same organizatior.], or to another judge. The Adl)”lnpgd _er K R—W

combination of static and dynamic access control rules are judge: R

designed to limit ‘label creep’ [9], (i.e., that access coht </ RBAC>

regulations makell data more difficult to access, including thesACL type="Val ue” mandat ory="fal se"
less sensitive information.) Section IIl-D describes hdist _, . ggnt ent="3tring List"/>

two-tier access control mechanism is represented in dossig; o| 4s>

templates and instances. Note that the ACL is not mandatoryfi el d name="Nane" mandat ory="tr ue"
if not specified the globally defined RBAC lists are used to type="Val ue" content="String"/>
regulate access to dossiers. <Field name="Titl e" mandat or y='.'f al se"

Once roles have been distinguished and access rights gs- type="Val ue” content="String"/>
signed to users, users need to be able to be identified T))} eld name= SOS' al hun Tndator){_”ue

; O - e type="1ink" content="SocNuni'/>
the different systems within the different organizatioAsi- </ Fj el ds>
thentication is needed. In practice, authentication isedoy </ Tenpl at e>
assigning each user a name and a password. Each username
is assigned one or more roles. This information is stored inF@&. 3. An example of a dossier template containing adnratise infor-
central user data repositéryhich is unique for the specific mation
environment, i.e., aaccessworld and managed by the world
administrator. This repository can only be accessed bysuser i . o
within this world who have been assigned the role and the The template also names the fields in a dossier instance,
right to maintain this information. including th_e|r format, gnd_ specmes whether a fleld_ls manda

Users, however, do not interact directly with any one of tH@rY Or optional. In this listing, “Name” and “SocialNum”
systems or repositories. A user interacts with an agentéat (S0cial security number) are mandatory, “Title” is optibna
resents that user, see Section IV-A below. Once autheeticatN@me and Title are String values, SocialNum is a link to a
a user's agent is provided with a unique set of credentiatis wiossier. The link must in this case, always point to a dossier
which his/her agent can be identified/authenticated. of type “SocNum”.

Note that access control is not the only security issue & thi Depending on their assigned roles and permissions, users
environment. Other security features, such as secure coinminay be able to modify a dossier instance, however they are
cation between location, backup mechanisms, integritgiche never allowed to modify the template. The RBAC list inside
and others, are discussed in detail in [13]. a dossier can only be modified by the world administrator,
if permission is given by a public prosecutor. Note that the
_ _ ) RBAC list is mostly static and will typically not change afte

As stateq earlier, dos§|ers are structured according te tem g following listing shows an example of an instance
plates. Which template is used depends on the offence (f3"part of the administrative dossier, based on the template
criminal dossiers) and may also depend on other informatigfymininfo” depicted in Figure 3. Consistency of required
(e.9. administrative dossiers, probation dossiers, &dEm-  fie|gs and types are checked automatically. More sophistica
plate speC|f_|es the constraints anql the (type_ Of)_'nfo_rm'at'%onsistency checks (spanning multiple dossiers) are paeio
that a dossier must or may contain. The listing in Figure gy specialized agents, see Section IV-A. As required by the

shows a (simplified) example of a template in XML formatempate, string values for the mandatory fields “Name” and
The template describes administrative dossiers that stere «ggciaINum” are specified.

for_lr_r;]gtlop of ? tSUbJ?]Ct' le based ol | The mandatory social security number field “SocialNum”
IS tempiate Shows a role based access contol Wiaing g link (formafref 1 d] @1 ocati on]) pointing to

(RBAC). The RBAC list in a template states the permlssm?ﬁ(“)ssier ID 12432, located at location “SocNumRepos”. The

each of the roles have on dossiers that are based on ﬁpoints to a dossier possibly at another location. The pr

template. The RBAC list in_ the template in Figure_ s Stat_ecﬁse content of this dossier is beyond the scope of this paper
that (all) mayors have the right to both read and write esitrie

. s . . n the AgentScape implementation of taecess prototype,
in dossier instances (but not in dossier templates) andathat g P P P yp

) . dl'fferent locations store different kinds of informatidrinks
mayors furthermore have the right to change the (option

L - . int to different types of documents, e.g. pdf files (such as
ACL of a dossier instance. Administrative clerks may bo yp g- P (

d and write administrative dossiers based this t@enpl e original arrest warrant), movie files, dna profiles arfteot
read and write administrative dossiers based on this teeplg . ot types, stored locally or remotely.
and judges are only granted read access.

The administrative dossier has the RBAC list inherited
6A data repository is typically a database running on a locati from the administrative dossier template. Note that the RBA

D. Data Types
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<Dossi er > o
<Met a> E. Data Repositories

<Tenpl at e>Adni nl nf o</ Tenpl at e> Within the ACCESS prototype application, information is
<I D val ue="123876"/> stored at different locations. There is a central repogifor

<RBAC> <!--Inherited fromtenpl ate--> . . .
Mayor : R- W ACL, user information and templates (managed by the world admin-

Adnmi nd erk: R-W istrator), and one or more central repository for the roetff
Judge: R individual distributed digital criminal dossiers. Thesarinal
</ RBAC> dossiers contain references to information stored dealgntr
<ACL> Judge: Judy: R <!-- only Judge Judy in repositories managed by repository owners responsile f

is allowed to read this dossier.
Access rights for mayors and
adm nistrative clerks are still
determined by the RBAC list. -->
</ ACL>
</ Met a>
<Fi el ds>
<Fi el d name="Nanme" val ue="George"/>
<Field name="Title" value="Dr"/>
<Fi el d nane="Soci al Nunt
val ue="12432@ocNunRepos" />
</ Fi el ds>
</ Dossi er >

the contents.

Fig. 4. An example of an (administrative) dossier instanbased on the
template in Figure 3— containing administrative inforroati

Fig. 5. ACCESS world organization

inside a dossier instance is a local cache of the template
RBAC and is only used in case of malfunctions (e.g. when
the network is down). But whereas the RBAC specifies the Users of the information management system at one location
permissions for all dossiers based on this template, thsieros can include references to dossiers at other locations iin the
ACL specifies the permissions for this specific dossierghgr OWN dossiers, allowing information at the different looas to
refining the RBAC list. For the dossier instance in Figure Be managed by independent owners. Consequently, all update
the ACL refines the access of judges: According to the RBA® @ dossier X at location A will automatically be part of all
list, of the template in Figure 3, all judges are allowed tgossiers referring to doss_ier_X from all other locations.

read administrative dossiers of this type. The ACL of the The ACCESS prototype is implemented as an AgentScape
administrative dossier instance refines the RBAC and oestriworld. The world has its own lookup service, with the names
the read access to only one judge,the judge named u\]ud9f'_l_ocat|ons_and their addresses. Acces_s to services ostepo
The ACL does not specify any information on users with roléries, outside the AgentScape world is only possible via a
“Mayor” or “AdminClerk”. Thus users that have these role¥yVS-Gateway [8]. This issue is not further addressed in this
are not further restrained in their access rights. In surgmarPaper. The completeccessworld is illustrated in Figure 5.

o The dossier ACL is optional. If the ACL is not specified IV. PROTOTYPEIMPLEMENTATION

in the dossier, then the RBAC list in a documents The access prototype is agent-based and runs on
template determines the access rights assigned to US§f8ntScape. The implementation is not AgentScape specific
on the basis of the roles they have been assigned. 454 can, with some minor changes, be implemented in other
« The dossier ACL’ is more restrictive than the templatgyent platforms. The prototype supports communication be-
RBAC. If a user's role is not assigned specific rightgyeen the agents and various repositories, and implements

in a document telmplatfa’s RBAC Ii;t, the user capnot Rfe security policies described above. The architecturdef
assigned these rights in the dossier's ACL. If this eMccessprototype is described below.

occurs, it is noted, and access denied.

o If the dossier ACL contains a rule for role R, therA. Agents
users with role R will only be granted access if he/she Theaccessarchitecture distinguishes a number of different
is mentioned in this rule. (If the dossier ACL doesypes of agents, of which the first two form an intrinsic part
not contain a rule for role R, then users with role Rf the system.
automatically gain all rights from the template’s RBAC 1) Repository agents

list.) Repository agents regulate access to documents in repos-
Note once more that a dossier ACL is a refinement of a itories. Each repository agent is responsible for the
template’s RBAC list. A dossier ACL can be made whenever  documents in one repository. Repository agents regulate

appropriate. access to documents on the basis of agent credentials,
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the policies specified in the RBAC lists of document One of the main features of thecCESS prototype is that
templates, and the ACL of specific dossiers. Note thatsupports incremental design. Agents can be added to the
each repository agent has access to the templates agstem as needed, adding new functionality, in fact, aiment
user information to check if a particular user agent (ac-

tually, the user behind the agent) is allowed to perfor®. Distribution

certain operations.
2) User ageF;\ts One of the main concepts in threcCESS prototype is that

User agents represent the users of the informati§Ach indivﬁdugl organizati.on. manages its own dos_sierssin it
management systems. These agents interact with 4" repositories locally, V\{Ithln an.Ag_entScape Iocanohg?e
repository agents to acquire access to a repository, i/9¢ations are (often physically) distributed. A lookup\see
each individual user agent sends the credentials of tREPVides the names and addresses of the repositories within
user they represent, their dossier ID and the actiofgworld. This lookup service contains all the informatiom fo

the agent wants to perform to the relevant repositor"‘}/?ingleACCESSapplication’ i.e., for one Public Prosecution

agent. Once authorized, a user agent can then perfoqmce :
the action requested e.g. read, write (part of) the dossier _
managed by the repository agent. C. System Architecture

3) Funct!onal agents ) ) To access dossiers in thecCcESs world, a user of the
Functional agents add new functionality tOItNECESS. information management system interacts with his/her user
prototype. _They can be _mserted at runtime. TYP'C%]gem (an AgentScape agent). All communication with other
examples include: (iConsistency agentare responsi- juans'is performed through this agent. The user's agest use
ble for consistency checks across different repositorighe \;sers credentials (derived from username and pasyword
between_dlfferent dgssgrs. The cpn5|stency agent tetacquire access to the different repositories.
the Pupllc Prosecut|on 'S respo-n5|-ble for CONSISeNCY the current implementation, the user is presented with
of the. nformation across repgsﬂones, as specified Qgraphical user interface (GUI) that communicates with the
the crime related template. (ifCompleteness ageNtSyata repositories through the user agent. While the actual G

are responsible for the completeness of the Informatl9\5]ndow is running outside of AgentScape, all communication

n cr_|tm|rt1.al d055|etrs: S”)T'me“tntests g]fjlf_ird{n? agehr;t_?and authentication checks run inside the AgentScape phatfo
monitor time consraints (e.g. statute of limitations)twi in the Accessworld. For an overview see Figure 7.

and across dossiers and take action when necessary.
Other dedicated agents can be deployed for specific
tasks, guarding other specific types of constraints and
regulations.
Depending on the specific requirements of a domain and the
underlying infrastructure, different choices can be madé w

respect to the agents deployed. For example, repositontage \'

Graphical
User Interface

ACCESS
world

.......................

may be responsible for flagging constraint violations (age

< 18) or dedicated agents may be deployed for this purpose.
The AcCEss prototype currently supports the first two types
of agents and examples of agents of the other types.

Check
credentials

Repositon
Agent

.......................

Check
templates

.......................

Re

pository

' '
S Repositor)
Agent

Remote
~ nvocations
.
.

Repository
Agent

Fig. 7. Architecture of the ACCESS prototype

R R ELEEEERbD i In theory, all users of the information management system
Fig. 6. Repository access by agent could use their user agent to gain access to all dossiers in al
repositories. In practice, however, whether they are #gtua
AgentScape is responsible for running the agents and for @éowed to view or edit the dossiers, depends on the agent's
communication between agents. An agent's request (forsaccéredentials, the dossier template’s RBAC list and the @ossi
to a dossier at a different location, in fact, a remote methdf-L.
invocation) is always forwarded to the relevant repository
agent, possibly at a different location, on a different host "When creating a world, the lookup service is the first thing bie
: . . started. Then at the central location, i.e., the Public &aton, the user
Figure 6 shows how a repository agent provides other agegf

: d template repositories are created. These reposi@mgemanaged by the
access to a repository. world administrator: the user that created the AgentScapddw
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V. DISCUSSION& CONCLUSIONS Criminal Court Electronic Support SystensCCESS project,

Information management in a distributed environment, suéfP://www.iids.org/access, initiated by the VU Univeyshm-
as the Public Prosecution and the organizations with whigkerdam together with the Courts of Amsterdam and Rotter-
it cooperates, is an inherently difficult task. The use ¢fam, and financed by the Dutch Court for Jurisdiction (Dutch:

multi-agent technology has clear advantages, as this papé&gad voor de Rechtspraak) and by th&o TOKEN program.

demonstrates.

The basic system provides distributed and secure access to
criminal dossiers for all users inside tae€CESS prototype. 1
All information in the distributed digital criminal doss®is  [2]
maintained by local organizations, such as Municipaljtiee
Public Prosecution and others, providing local control an&a]
global access to information. In addition, informationlisays  [4]
kept as up-to-date as possible, e.g. if a defendant movsssth
immediately reflected in the criminal dossier, once a Mypati
updates this information in the (linked) administrativessier.

Additional functionality can be added gradually in a modu-
lar fashion by means of new dedicated agents. Local organizg]
tions can add their own specialized agents and more globally
useful agents can be distributed to all organizations. kgai
allowing maximum local control and global cooperation.

From a security point of view, as long as the computery]
system of the Public Prosecution has not been compromised,
the digital criminal dossiers are not at risk. The computer
systems of the Public Prosecution, however, need to besttust
completely. The lookup service, dossier templates andaglobl8l
authentication mechanism are all hosted by the Public Prose
cution. If other systems are compromised the digital crahin
dossiers are not necessarily effected. Automatic comsigte (]
checking, performed each time part of a dossier is altered,
detects modifications. If these modifications are unwaeent[10]

(5]
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The complete ACCESS prototype including a complete
distribution of AgentScape can be found at http://wwwil4]
agentscape.org.
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